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Data backup:
where schools 
get it wrong



Schools are no longer simply places of learning. Like all organisations that 
make extensive use of IT, they are also each a vast data processing platform.

Clearly, at least part of a school database contains assets that are essential and critical to the functioning 
of the school. Equally clearly, much of the other data in it is no more than a ‘nice to have’. 

In practice, what this has produced, in a typical secondary school of around 1000 pupils, is a seething, 
6TB morass of electronic information ranging from Christmas concert photos at one end of the criticality 
scale to personally identifiable children’s records and sensitive financial and audit information at the other.

And what this heady proliferation of highly varied data has in turn spawned is a somewhat confused 
- and downright risky - approach by many schools to how it should be backed up, protected and made 
restorable should the worst happen.

Data backup: where schools get it wrong

Perhaps paradoxically, this educational backup shortfall often stems from schools’ mistaken belief that 
they need to back up everything. 

This leads them to evaluate traditionally high-end, extensive data backup solutions that are simply way 
out of budget, and so they fall back on what they see as better financial value - low-cost or even free 
services, whose ability to back up a UK schools database is simply inadequate. 

When this kind of backup fails an educational institution, the consequences can be apocalyptic. 
The havoc that data loss or breach can wreak is extreme, as the following examples show:

  The Academy in Selsey lost 80% of its data to a fire in August 2016.

  Sensitive student data was hacked and breached at the University of Greenwich in the same year.

  St Thomas à Becket School in Wakefield had to temporarily shut in October 2019 after a ransomware 
attack “disabled all their systems.”

In short, schools who neglect truly effective data backup are playing with fire. Here are just a few 
examples of how the flames can take hold. 
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01 Schoolboy errors
We’ve all done it - read a folder name wrongly, or failed to copy over files, 
and so permanently deleted something from the waste basket that we 
thought was obsolete but in fact very much wasn’t!

It is estimated that accidental deletion makes up a significant part of up to 
44% of all instances of organisations’ data loss.

Effective educational backup would solve the issue - but unfortunately, 
many schools forego this because they find themselves lulled into the same 
false sense of comfort on this point as other organisations do: namely the 
assumption that, because they use Office 365 and the data is therefore 
stored in the cloud, there is, in effect, some kind of automatic backup 
already taking place. Nothing could be further from the truth. 

Indeed, as we explained in our earlier guide Six Ways Your Organisation 
Could Suffer If You Don’t Back Up Office 365, users have a maximum of 
only 60 days (it can be much less) before data is automatically deleted 
and gone forever - however critical those documents, spreadsheets, or 
presentations were!
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02 The classroom (and staff room!) 
menace
We love to heckle the hackers, but recent research has found that 
half of the data breaches are actually the fault of insiders - that is to 
say, organisations’ own employees - and 74% of organisations have 
experienced this in its deliberate and malicious form, rather than the 
accidental variety we describe above. 

The research in question focuses largely on commercial organisations, but 
when The National Cyber Security Centre (NCSC) and schools trust the 
London Grid for Learning (LGfL) polled over 430 schools in the UK, the 
results are even more chilling: 11% of respondents claimed unauthorised 
abuse of IT systems by staff, and 21% by pupils!

It’s not difficult to see how a disgruntled ‘rotten minority’ of both hues 
could direct this abuse towards a school database, causing maximum 
damage by erasing critical items that an inadequate backup system simply 
cannot recover. 

It’s also possible for a serious offender to take it further, and steal (rather 
than just erase) the data, in order to sell it on the Dark Web - where it 
commands a high price. 

The enemy within? It’s a bigger risk than schools (and parents!) think. 
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03 Hardware - a soft spot
Hardware failure can take a machine down and all its data with it.

This is a major issue for schools and other educational institutions, as 
many of them have not transitioned either partly or fully to the cloud - 
and, according to guidance published by the Department of Education, 
may have good reasons for not doing so, now or any time soon. 

Thus they have - and may continue to have - a room (at least) full of 
servers, running most of the systems and holding most of the data that 
the school database needs - and just waiting to go wrong.

If data stored on hardware is not backed up and cannot be quickly 
recovered back into the system, it might not only paralyse the 
institution’s operations and logistics, but scupper its entire curriculum. 
In the US, for example, Brigham Young University suffered a major 
hardware failure that prevented students from accessing data in its 
online learning platform.

And with hardware assets at risk not only from malfunction but 
from damage caused by natural disasters such as fire and flood, a 
hardware-heavy, backup-light strategy is not a good plan. 
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04 Ransomware (read the small print!)
Incidences of ransomware attacks against UK schools are legion, and on the 
rise. Vital GCSE coursework was lost in one such attack on a school database 
in Bridport recently, with schools in Plymouth, Wakefield (see above) and 
elsewhere also affected.

Additionally, 63% of UK universities have experienced ransomware attack, with 
Bournemouth being hit 21 times in one year! And the average ransom demand 
- at today’s Bitcoin rates - is around £8,000 per affected machine!

But this is where the small print in those backup 
service contracts urgently calls for a magnifying 
glass. Scrutiny reveals that: 

  Most backup services - including 
educational backup solutions - only restore 
data once they have downloaded all of 
it - and that makes for a wait of hours or 
even days to get all the data back into 
the schools’ systems. As a Recovery Time 
Objective (RTO) - the key metric defining 
backup efficiency - this is less than ideal!

  Backed-up data is not necessarily, of itself, a 
panacea. Standard ‘file and folder’ backup 
won’t capture often critical elements in the 
school database like user preferences and 
permissions, and system settings.

  Schools will often end up scrabbling to 
manually piece together what’s usable and 
what isn’t when they finally get access to 
their backed-up data.

As we’ve already mentioned, the issue is also 
compounded by schools’ propensity to back up 
junk as well as gems.

Remember that 6TB of data we cited in the 
average UK schools database? Inevitably, 
the most critical part is the SIMS (School 
Information Management System) database, 
which, even when combined with indispensable 
finance documents, is invariably less than 
250GB in size.

By backing up what’s not needed and failing to 
back up what is needed in a rapidly accessible 
and restorable way, many schools are heading 
into a ‘perfect storm’ of backup blunders that 
effectively hold their own data to ransom. No 
hacker required!

Yet the fact of the matter is that 
ransomware is - with adequate backup in 
place - utterly defeatable, by schools as 
much as by any other kind of organisation. 
If the right backed-up data can be 
restored to the right users and devices, 
at the right speed, to enable them to 
keep calm and carry on, ransomware 
is toothless. 

Above: Representative image showing the extent of the spread of the WannaCry Ransomware Attack in 2017. 
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05 The Uncle Sam solution:  
a caning-in-waiting
Playwright George Bernard Shaw’s quote that the UK and the US are “two nations 
divided by a common tongue” is no doubt taught in English classes in many a school, but 
when it comes to entrusting educational backup to the predominantly US cloud services 
available at low cost or even for free, the risks involved are on a different planet, not just a 
different continent!

In purely day-to-day terms, using cheap overseas data backup providers can cause 
schools major issues because the technical support teams are outside their timezone.

This isn’t just a barrier to the swift resolution of the technical faults - with the resulting 
likelihood that a failure will continue that much longer and become that much riskier - but 
also to users’ ability to understand how to actually use the backup tools at their disposal. 

And as with any procedure in an organisation, if it’s difficult to engage with, it probably 
won’t get done as it should. 

But a far greater set of risks, given that schools hold confidential data on the youngest 
and most vulnerable members of our society, is security.

Ultimately, schools choose these services because they purport to be able to back up 
large volumes of data for pin money - which, in itself, should set alarm bells ringing - but 
there are huge legal, regulatory and privacy risks involved.

What’s most worrying here is that US data centres are not bound by EU data security and 
privacy laws.

So, for example, Principle 7 of the UK Data Protection Act requires cloud data services to 
demonstrate “Appropriate technical and organisational measures... against unauthorised 
or unlawful processing of personal data and against accidental loss or destruction 
of, or damage to, personal data”, which, in practice, requires data centres to be 
ISO 27001/-9001-certified. There is no similar principle in the US.

Digging deeper, there’s even more mischief afoot. Principle 8 of the Act, for example, rules 
it must be demonstrable that “data is never physically stored outside an EEA country or, if 
it is, that an adequate level of protection is in place.”

The problem is that such supposedly “adequate levels of protection” in the US have a 
dubious track record. The Safe Harbor Programme, for instance, was deemed unusable in 
the UK following a test case in October 2015, and, as data privacy specialists at University 
College London report, it is likely to be some time before the initiatives designed to 
replace it actually take effect - if, of course, they are deemed fit for purpose at all!

Using US data backup services leaves UK schools exposed to potentially massive legal 
and reputational risk should a non-secure provider find themselves hacked, and the 
personally identifiable children’s data they hold be released onto the internet.

It’s a public birching waiting to happen.
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06 Boris just gave Ofsted  
sharper teeth
The final risk on the educational backup radar stems from the fact that 
very few schools, in fact, conform with a data backup obligation that has 
already been in force for several years - and the indications are that there 
is going to be something of a clampdown.

The obligation in question is contained in the Government’s Schools 
Financial Value Standard (SFVS), which has been in existence in its most 
recent form since 2015, and imposes strict, daily offsite data backup 
requirements on all Local Authority schools.

But despite this, many schools are still reliant on dated backup 
technology, such as tape (unencrypted, non-secure, logistically 
cumbersome and expensive, prone to failure) and manual processes 
(prone to error and omission). Consequently, it is highly likely that they 
are failing to meet the requirements of the Standard in both letter 
and spirit.

New urgency has been brought to this situation by the fact that, at the 
time of writing, Prime Minister Boris Johnson has signalled his intention to 
give the education watchdog Ofsted significant new powers - including 
spot inspections without notice - and an extra £10 million in funding.

Everything points to an inspection system that will have increased 
reach, a greater capacity to coordinate with other functions of the 
Department of Education (including those responsible for schools IT) 
and more resources to put schools whose data backup procedures are 
non-compliant into special measures.
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School’s out 
- forever?
In conclusion, it is clear that the strategy of trusting to ‘luck and a buck’ 
when it comes to keeping schools’ and pupils’ data reliably backed 
up and easily restorable belongs as much to yesteryear’s educational 
orthodoxies as the dunce cap and corporal punishment.

Yet when data goes awry, the consequences can prove every bit as 
humiliating and painful.

Class dismissed? Headteacher, more like. 
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Or, get a quote from our friendly team on

020 3102 0040

 
It’s time to ensure 
your schools’ and 
pupils’ data is reliably 
backed up - what 
have you got to lose?

Start your FREE 30 day trial today...

Secure my school data

https://www.backupvault.co.uk/free-cloud-backup-trial

